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1.  INTRODUCTION 

 
This document aims at describing the Building Automation and Control System (BACS) that 
Honeywell intends to install in the new extensions of the Athens Metro.  
 

2.  OBJECTIVES OF THE PROJECT 

 
The scope of the project is the monitoring and control of the tunnel ventilation system, the HVAC 
system and of the building electromechanical systems locally from the workstation at the Station 
Master Room and centrally from the existing operating Honeywell EBI workstations in SYNTAGMA 
Operations Control Centre (OCC).  
The design and all necessary works for the Fireman Boxes and the PLC panels are interrelated 
with the present design. The BACS system shall comply with the Safety Integrity Level SIL-2, as 
per the current European Standards.  
 

3.  SYSTEM ARCHITECTURE / TECHNICAL DESCRIPTION 

 

3.1 General Architecture 
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3.2 Station Architecture 

 

 
 
 



 

3.3 Station Communications Network 

 
An autonomous fibre-optic network shall be configured in the Station. The network shall be of a 
ring topology, as shown on the diagram, where each of the two fibre optic paths follows different 
routing. Thus, if one of the two optic cables fails, communication is not affected. The utilization of 
monitored and programmable F.O. Switches enables control in case optic connection is broken at 
ring closure points. Connections between the FO Switches and operating equipment (HC900, EBI 
Sever, OTN) shall be implemented via a UTP cable. The Local Area Network (LAN) configured 
inside the station communicates with the Wide Area Network (WAN) of the Metro system via 
connection to the OTN network. The equipment utilized in the building of the this network shall 
enable data transmission at speeds higher than 100Mbps. 
 
The diagram presented above is a block diagram. For more information, please refer to the System 
Architecture Drawings – 2GW0PS250O601. 
 

3.4 Description of Communication Protocol 

 
See document 2GW0PS250O600A_Annex B DESCRIPTION OF COMMUNICATION 
NETWORK.doc. 
 

3.5 Station Monitoring System (EBI R410.2) 

 
The monitoring system to be installed in the Station Master Room of all stations is EBI R410.2 
manufactured by Honeywell. The connection of the EBI Server with the station’s LAN network shall 
be implemented via a Fiber Optic Switch serving exclusively the specific area.  
 
The Server to be installed in each station is Dell Poweredge T310 with a RAID 5 layout.  
 
The central computer of the station shall function both as a Server for data collection and 
processing and as a workstation. All software processes related to database updating, 
communication with field controllers (HC900) and with the central monitoring system in 
SYNTAGMA shall not be visible to the user and shall not affect monitoring of the systems (the 
background processes)-Server processes. 
 
Honeywell Universal Modbus interface (for HC900 controllers) Communication Protocol shall be 
part of the EBI Server software, an interface developed to achieve full communication between the 
HC900 data tables and the EBI Server database. All information and functions available by means 
of direct local connection to the controller (input status, output activation, outputs status, feed-back 
on HC900 status, status of all programmable false-points) are transferred to the EBI Server 
database.  
 
Pieces of  equipment shall be grouped so as to minimize delays during operation and the screen 
shall display the following of links to navigate to other pages: 
 

 Overview of the station’s schematic, providing the user with access to lower system levels 

 Schematic diagrams of various systems 

 Schematic diagrams of equipment 

 Display of alarms and alarm summaries in a tabulated form 

 Display of status or event messages in a tabulated form 

 Display of sensors values in a tabulated form 

 Display of all relevant scenarios per station 



 

 Display of the status of all emergency scenarios 

 Mimic display of the FB 

 Fire alarms and fire dampers status 

 Trends and history data. 
 
Other features shall include the automatic navigation to the alarm source after detection, zoom 
in/zoom out, scroll up/down.  
 
The EBI server shall provide, among other information, the following:  
 

 Supervision and operation of active equipment via graphic screens (masks)  
 Overall supervision of communication channels and controllers 
 Grouping of multiple points/false points  
 Development and use of schedules 
 Monitoring of analogue values via a graphic diagram (trend) 
 Complete alarm list with alarm categorization by order of priority 
 Event list showing every task executed from the EBI server and the connected 

workstations, as well as any change of status at control points 
 Automatic event archiving  
 Users with distinct authorization levels, with the option to assign multiple authorization 

levels to each user.  
 
The BACS operator shall have the possibility to execute all monitoring and supervisory functions 
from the this workstation. The standard commands issued by the user shall include: modification of 
the control loop setpoints, response to alarm and customization of the setpoints, automatic / 
manual switchover and of on/off control of the field devices and activation / deactivation of 
setpoints and devices.  
 
The operator in the OCC shall have access to all names of variables or graphic displays of the 
Tunnel Ventilation system and the Heating, Ventilation, Air Conditioning (HVAC) system in stations 
and E/M systems in stations and tunnels of the network, without knowing which server, or data 
logger, or PLC is the source of the variable or the graphic display. Moreover, the operator shall be 
updated about the status of an alarm via an audible signal, a displayed message, or any 
combination of animations on the screen.  
 
The user shall be able to select and identify the alarms individually, per group, or process type. 
Moreover, the user shall be able to identify only the alarms displayed on the screen, have been are 
selected only during  the most recent alarms, or during  the system alarms. In addition, the user 
can select an alarm from the alarm summary table and the system shall switch to the 
corresponding screen.  
 
The BACS software shall support the simultaneous user access to multiple screens, including the 
split screens, where the user can project each time more than one fields of the process.  
 



 

 
 
The workstation shall be capable of communicating with both Metro network EBI Servers (at 
SYNTAGMA and in the station) which collect information and control the equipment of the local 
station. More specifically:  
 

 The workstation shall serve as workstation of the station EBI Server, while data flow shall 
be local, within the LAN. For example, when the user activates a fan from the graphic 
screen, this command shall be transmitted to the local EBI Server software, which shall act 
accordingly to transmit the command to the HC900 controllers. Similarly, the local EBI 
Server software shall be the source of the data for graphic screen update and user warning 
about the effect of his action. 
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 it shall operate as Redundant Syntagma EBI Server workstation and data flow shall be 

implemented via WAN.  
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For example, when the user activates a fan from the graphic screen, the relevant command shall 
be transmitted via WAN to the Syntagma EBI Server, wherefrom the appropriate actions shall be 
implemented to transmit the command to the HC 900 controllers of the station. Similarly, the 
Syntagma EBI Server shall be the source of the data for graphic screen update and user warning 
about the effect of his action.  
 

3.6 HC900 controller network  

 
The HC900 control level is independent and operates separately from the EBI monitoring level. All 
information necessary for the execution of the algorithms are exchanged among HC900 controllers 
via PEER-to-PEER communication. All HC900 controllers of the station operate as master 
controllers and exchange information directly with the monitoring level – they do not operate on a 
“master/slave” configuration.  
 

 
 

 
The above diagram presents the data transfer method in the system. The HC900 controllers 
communicate with each other  via PEER-to-PEER communication, irrespective of their physical 
location on the network (as shown in the above diagram for the first HC900 controller). All 
controller directly transmit data, irrespective of their physical location in the network, to the EBI 
Server of the Station via the Modbus TCP protocol.  
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3.7 Station interconnection  

 

3.7.1 Network architecture  

 
 

 
 
 
The local LAN networks of the stations communicate with each other via the Metro WAN network. 
The link between LAN and WAN is implemented via the OTN.  
 
As regards the BACS system, this is necessary for the data exchange between:  

 HC900 controllers of the adjacent stations  
 HC900 controllers and the EBI Server in OCC  
 The EBI Servers of each new station and the EBI Server in OCC 

 

3.7.2 Communication between HC900 controllers at different stations  

 
The station HC900 controllers must necessarily communicate with each other, in order to achieve 
field control independence. Thus, the activation, for example, of a fire scenario from the graphic 
screen in the Fireman Box in station N shall be successfully implemented irrespective of the status 
(ON or OFF) of the EBI servers of the remaining system, because the option is provided to activate 
the equipment in the adjacent stations.  
 



 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
HC900 controllers communicate via the Modbus on a Peer-to-Peer basis.  
This type of connection makes feasible the display of necessary information about the equipment 
of adjacent stations on the local EBI Server, for example the display of the entire line to confirm the 
proper implementation of a scenario involving this specific station. Thus, and as shown on the 
above Figure, each HC900 controller communicates with the other controllers and implements the 
respective actions, when necessary. For example, when activating a fire scenario which involves 
multiple HC900s in various stations at the same time, the Peer-to-Peer communication provides 
the possibility to select a scenario at one controller and implement the actions towards the 
controllers of the local station and the neighboring stations (UPE, Blast Shaft, RS etc.) as required 
by each scenario.  
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3.8 Fireman Box 

 
The Fireman Box system is made of the following components: 
 

 The fascia, which houses the Mode Switch (Remote Operation Scenarios) and instructions for 
scenario selection and operation. 

 Selection buttons for two scenarios (FIRE ON THE PLATFORM, FIRE ON THE 
CONCOURSE), for activating the scenarios and the transmission of simple wired commands: 

 
1. to the mimic panel SWB-BSF of the east shaft, which supplies with power fans BSF1, 

BSF2 
2. to the mimic panel SWB-BSF of the west shaft, which supplies with power fans BSF1, 

BSF2 
3. to the mimic panel of the platform fans SWB-UPE/OTE, which supplies with power fans 

UPE/OTE1, UPE/OTE2 
 

 Visual indications about the operation mode of the equipment in the station, the west shaft and 
the east shaft 

 Visual indications about the proper operation of the selected fire scenario at the involved 
equipment located before and after the station 

 The required power for the visual indications on the fireman box shall be supplied by the 
respective SWBs connected to the FB; indication bulbs shall be fed with +24VDC from the 
SWB-UPE/OTE SWB 

 Fireman Box Bulbs control button (No control points required on the FB) 
 
The FB shall not incorporate any processing unit or any other complex logic device 
 
With the view of increasing the system availability in case of failures, the Mode Selection Switch 
(Remote Operation, Scenarios) and the scenario selection buttons are hard wired to the UPE and 
BSF SWB of each station. Selection and implementation of any scenario is executed at the PLC-
UPE and the commands shall be transmitted to the respective PLCs. In case of failure of the PLC-
UPE, the scenario can be selected and implemented at the PLC-BSF of the west shaft, without 
requiring any additional actions by the user. 
 
The BACS user shall be transferred to the mimic page of the concerned stations’ FB via a link on 
the central page of the system, or via the station overview screen. 
 
The mimic page of the FB shall provide a graphic display of the following items: Mode Switch 
status (Remote, Scenarios), all visual indications mentioned above, scenario selection commands 
and EBI “Scenario – Remote” command. To the right and the left of the station there shall be the 
FBs of the adjacent stations, showing the respective operation mode indications of their respective 
equipment. Moreover the indication “FB Active” shall be present, in order to inform the user that the 
FB of a specific station is activated whenever a specific scenario is executed. 
 

3.9 Priority of Scenario Selection and Execution 

 
The first priority for scenario selection and execution is the Fireman Box. In case of fire, the station 
master can visit the Fireman Box, set the Mode Switch on the position “Scenarios” and select the 
scenario to be executed. As soon as the mode switch is returned to the “Remote” position, the 
execution of the scenario shall be stopped. 
 
The next priority of the equipment operation is the “Local Emergency” changeover switch. 



 

 
Whenever a scenario is selected by the EBI, any scenario can activate the equipment whose 
changeover switch is not at “Local-Emergency”. 
 
The properly authorized BACS user can go to the page with the FB of the specific station and 
activate the “Scenario” command, confirm the command and subsequently select the scenario to 
be execute. Activation of the “Remote” command shall deactivate the “Scenario” command and the 
scenario shall be stopped. 
 
The start and stop commands by the BACs user, as well as the fan  temperature control schedules 
and algorithms are of a lower priority. 
 
In summary: 
 

 Commands from the local FB prevail over commands from the SMR / OCC, as well as over 
commands from SWBs whose mode switch is at the “local emergency” position. 

 Commands executed from SWBs whose mode selector switch is at the “local emergency” 
position prevail over the fans’ operation selected via scenarios activated from OCC and SMR 
workstations. 

 Commands issued from the emergency screens of the workstation in the SMR prevail over the 
commands issued by the OCC workstations 

 



 

 

4. INTERFACING THE LOCAL EQUIPMENT WITH SYNTAGMA OCC AND THE 
LOCAL MONITORING SYSTEM 

 
The key points for achieving the full interface between each new station and the OCC are the 
following: 
 

a. The central monitoring system at Syntagma 
b. The local monitoring system at each new station 
c. The HC900 controllers to be installed in the new stations 
 

The interface requirements prescribe three types of communication. 
 

1. Communication between the EBI Server (central monitoring system) in Syntagma and the 
HC900 controllers, to achieve full compatibility. 

2. Communication between the EBI Server in Syntagma and the EBI Station (local 
monitoring system), in order to keep the Powere Controller fully informed about the 
actions of the local user. 

3. Communication between the EBI Server in the Stations and the HC900 controller, for local 
operation in case communication with EBI Server at Syntagma is lost 

 

4.1 Interface between Syntagma EBI Server and HC900 in Stations 

 
The communication protocol that has been installed in Syntagma EBI Server since Phase A’ 
extensions is SWEBI-IF-UMC800 Honeywell Universal Modbus (for the HC900 controller) 
interface. 
 
This protocol permits the full control and monitoring of the HC900 controllers. 
Each of the controllers connected to the Metro system WAN network is corresponded to one 
unique TCP/IP address. Via this address, the controller takes its place in the EBI Server database, 
enabling the transmission of all parameters (programmable and physical control points), as well as 
the two-way transmission of all data related to communication problems. The HC900 controllers of 
the new stations shall be essentially incorporated into the already operating monitoring system 
(EBI) as an expansion and not as a new addition, and thus nothing shall change for the OCC users 
as regards the monitoring and control activities for the phase A Metro extensions. 
 
 
 
 
 
 



 

It must be stressed that the Syntagma EBI Server shall operate in the same fashion as the local 
EBI Servers, the only difference being that all data shall be transmitted via the WAN network 
(which does not affect data exchange). The Syntagma EBI Server shall operate in parallel to the 
local EBI Server at Peristeri as two peer systems, while the two systems shall be fully autonomous 
and independent. 
 
The properly authorized user of an EBI station in the Syntagma EBI Server shall have the options: 
 

 To activate/deactivate equipment, scenarios 

 To change the set points 

 To monitor the mode of the station equipment 

 To define schedules 
 
All the above actions shall be implemented via a graphic interface and the associated info is 
transmitted via Modbus TCP. Data exchange between Syntagma EBI Server and the local HC900 
controllers is independent from the local EBI Server. The data shall be transmitted even if the local 
EBI Server is down. 
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4.2 Interface between Syntagma EBI Server and local EBI station/server 

 
As already mentioned, the workstations in all new stations shall be able to communicate with both 
EBI Servers (Syntagma and Station) and all actions performed by the station master shall be 
through Syntagma, while the local interface shall be used whenever communication with Syntagma 
is lost. For reasons of full compatibility between the stations and Syntagma, all installed and 
operating EBI Servers and stations (seven servers and 17 stations) shall be upgraded to the most 
recent software version (EBI R410.2). 
 

5. INTERFACE BETWEEN LOCAL EQUIPMENT IN THE NEW STATIONS AND THE 
EQUIPMENT IN THE STATION OF PHASE A’ EXTENSIONS 

 
The proposed architecture can fully achieve the interface between the future local equipment and 
the local equipment installed in the adjacent operating stations and shafts of Phase A extensions of 
the Metro. The decision to install the HC900 controllers constitutes the key advantage for this 
interface. In the stations that need to be interfaced (Agios Antonios), the ventilation system is 
controlled by Honeywell HC900 controller, identical to those to be installed in the new extensions. 
Each controller shall be located inside a local panel with IP55 protection, which shall be separate 
from the equipment’s control panel. These controllers have been designed to exchange data on a 
peer-to-peer communication basis, which has a proven functionality as testified by their operation 
on the phase A extensions. In essence, this is an expansion of the already installed controllers, 
with the addition of identical devices. This fact leaves unaltered all characteristics pertaining to the 
exchange of information and communication among the HC900 controllers. 
Below follows a schematic diagram on data exchange among HC900 controllers. 
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It is worth observing on this diagram that it depicts a network where the phase of the extension to 
which a station belongs does not play a role, which provides the option for data exchange between 
Peristeri to Acropoli Station and vise-versa. This is in essence a communication among the HC900 
controllers of different stations, as analyzed in paragraph 3.3.2 (precisely the same operation with 
two adjacent stations belonging to phase A extensions, e.g. Sepolia – Agios Antonios). 
It is clarified that wherever Station N is referred to, it is a virtual representation of an area (Shaft or 
Station, etc.) wherein active equipment is installed. Communication is feasible only via HV900 
controllers at any geographical location. In terms of implementation, each controller is assigned a 
unique code name and a unique TCP/IP address in the entire Metro network (in service stations 
and new stations). This unique identification data is utilized by any other HC900 controller on the 
network in order to achieve the link and start data transferring. 
 
Example: assuming that a scenario is activated from the FB in Anthoupoli Station, this information 
shall be transferred to HC900 controller in Anthoupoli, the scenario shall be activated and the 
relevant signal shall be transmitted to the proper controllers to activate the pertinent fans, e.g., 
signal transmitted to the HC900 controller Peristeri 3 (link between Anthoupoli, 1 and Peristeri, 3), 
as well as to all other required controllers via Peer-to-Peer communication. 
 

6. SYSTEM REDUNDANCY CAPABILITIES 
 
In order to realize the system’s response capabilities in case of loss, we shall list the possible 
problems that may emerge and the how the system responds in each case. 
 

6.1 Monitoring Malfunctions (EBI) 

 

 Both EBI Servers at Syntagma are down 
In this case, the EBI Server of the station operated independently to the problem at Syntagma. The 
user in the SMR fully controls and monitors the local equipment in the station and the shafts 
(remains connected to the LAN). This user can activate scenarios that can be successfully 
implemented to the adjacent Stations as well, via a Peer-to-Peer communication of the HC900 
controllers. 
 

 Malfunctions to the Station Central Computer 
o Failure of the station’s central computer’s power supply unit 

The Station computer continues to function normally since it is equipped with a 
stand-by power supply unit. 

o Failure of the Station’s central computer entire hard drive 
The Station computer continues to function normally, due to the RAID 5 layout. 

o Failure of the EBI Server software 
In this case, the user in the SMR shall fully monitor and control the equipment using 
the EBI station software, which is linked to the Syntagma EBI Server database. 

o Failure of CPU, or motherboard, or both power supply units, or both hard drives of 
the station’s Central Computer 
In this case, Syntagma EBI Server operates independently to the local Station 
problem. The user in the OCC shall fully monitor and control the local equipment in 
the Station and the Shafts. The user can implement the scenarios which shall be 
successfully executed. 
 

6.2 Communications network malfunctions 

 

 OTN failure 



 

In this case, the station EBI Server operates independently to the problem at Syntagma. The 
user in the SMR fully controls and monitors the local equipment in the station and the shafts 
(remains connected to the LAN). 
 

 Failure of one fiber optic of the LAN network 
No problem is generated to the station’s communications, due to the ring topology.  Therefore, 
the networks remains operational because of a second path for data transfer is available. 
 

 Loss of power at one FO Switch 
No problem is generated to the network, because a second power supply is available 
 

6.3 Extreme cases of malfunctions 

 
Failure at the control panel of the controllers, loss of an HC900 controller, damaged FO switch: 
It is not possibly to remotely control the equipment governed by the failed items. However, it shall 
be possible to control these items locally or through the hard-wired scenarios from the FB, while 
the remaining system is not affected by the incident. In case a scenario is activated, all involved 
item shall operate, with the exception of the item outside the network. 
 

7. COMPLIANCE WITH THE SAFETY INTEGRITY LEVEL SIL-2 
 
The system’s compliance with the SIL-2 is based on the already operating BACS system of the 
phase A Metro network extensions, which demonstrably complies with  the SIL-2 requirements. 
 
The design for the new extensions preserves the same philosophy for the automation and control 
systems, with the following differences: 
 

 Replacement of the two EBI station that have been installed on phas A’ extensions with one 
EBI Server. 

 The transformation of the LAN network serving the BACS needs from a line network, to a ring 
network. 

 
Lest examine each of these two changes in terms of system availability. 
 

7.1 Replacement of the two EBI station with one EBI Server 

 
This is a change that increases the system availability, because, in the phase A Stations: 

 In case of OTN failure, the station cannot exercise control and monitoring via the software 
because in order for the EBI station to become operational, it must be linked with the EBI 
Server Syntagma; moreover, remote control of the equipment is not available. On the other 
hand, the functions of control, monitoring and remote control are available from the local EBI 
Server in the new stations. 

 In case of failure to the Syntagma EBI Servers, the EBI station becomes inoperative and thus 
local and remote control and monitoring via software is not available and the scenarios can 
only be activated from the FB. In the new stations, however, control and monitoring is 
available from the local EBI Server and the scenarios operate normally. 

 The presence of two conventional computers as opposed to one computer with a RAID 5 
layout  in the new stations, does not translate to reduced availability, because: 
o In both cases the failure of two power supply units shall lead to the loss of local control 
o In both cases the failure of two hard drives shall lead to the loss of local control 
o Failure of one CPU or motherboard is the only point of advantage for the phase A 

solution, but even in that case the system remain fully available from Syntagma. It must 



 

be stressed here that it is possible to connect a second EBI station, if so required by 
the RAMS analysis. 

 

7.2 Changing the structure of the Ethernet network 

 
In the fiber optics network that serves the BACS system of the phase A extensions, in case of 
connection drop, only a part of the network remained available (the part connected to the OTN). In 
the new stations, however, the entire network remains available on account of the existence of an 
alternative path for data transfer. 
 
It is worth mentioning that the central computer to be installed in the new extension shall also serve 
as an EBI station of the Syntagma EBI Server, and thus every new station shall be identical to the 
stations of phase A (a system demonstrably compatible with the SIL-2 criteria), the only 
disadvantage being the case of failure of the computer’s CPU or the motherboard which is 
overcome by the system’s other features which greatly improve the system’s overall reliability.  

 
 
 


